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Internet module 1P150: QUICK GUIDE SETUP

Important note: In order for IP150 to work, port forwarding (NEware port, HTTP port, HTTPS
port) at the Router must be correctly set.

1) Hardware Connection

P AR ADOX

NV

PANEL —»

USER(] (1 -
INTERNET() rRX/TX(O + C g -
100 Green~ LINK O o2 -
SERIAL OUT»

To Connection connect and install the IP150:

1) Connect the 4-pin serial cable between the panel’s serial connector and the IP150’s panel connector

2) Connect the Ethernet cable between the router and the IP150’s network connector (see Left Side)

3) The onboard LEDs will illuminate to indicate the IP150’s status (see Front View ).

LED Indicators

LED
Lhser
Intermet

RaTx

(el
o2

Drescription

Oin when a user is conrscted

LED Status Internet Connection ParedoxMyHome Enabied
On Connecied Carrected

Flashing Connected Mo connection

Of Mo connection Mo conrection

LED Status Internet Connection PamedoxmMyHome Disabied
On Connection Mo connection

O Mo connection Mo connection

Solid Yellow = Walid Link & 10Mbp;

Solid Green = Valid Link @ 100Mbp;

LED will flash accoeding to data traffic.

Flashing Yelow/Gresn = DHCP trouble.

On after first successful communication exchange;

Flashes when datn is transmitted or recsived through'/from panet;
Off when no conmection has been established.

Oin when activat=d

On when activated



2) Search IP using the IP exploring tools
i) Run the IP Exploring tools

i) It will show all Paradox IP modules on the network

28 |p Exploring Tools - Yersion 1. 64

E R D O X

£ ECURITY E§ ¥ 5ETEMS

Exploring Mode | Language / Update |

This wizard helps pou ta Your Paradox System
- Retrieve all Paradox IP modules on wour netwaork, Module identification

- Wigw information about each moduls that will be faund,

- Change IP configuration of your module. Mac Addiess: 081384 0001 32

T ype: IP100

Yersion: 11017

Maodule location

Site Name IP Address

T FE " DHCP Enable: o
IP Address: 192.168.1.19
Subret Mask: 255.255.255.0

Module access
HTTF Part: an
ME ware Port: 10000

<< Hide Detall

3) Change the IP (if required), set Site name

i) Right click the IP and change the Module Setup

28 |p Exploring Tools - Yersion 1. 64

P R D O X

8 ECURITY E Y 5T E M

Evploring Mode | Language / Update |

Thiz wizard helps you to Your Paradox System
- Retrieve all Paradox IP modules on pour netwark. Module identification

-Wiew information about each module that will be found.

- Change IP configuration of wour module. Mac Address: o013 B~ 00D 32

Type: IF100

Version 11017

Module location
‘ DHCF Enable: no

Site Mame IP Addrezs

b Address: 192.168.1.19
‘alidate port Forwarding ubnet b ask: 2RR 2862550
Register to ParadoxiMyHome ule access
| HTTPPor: 80
MEware Port: 10000

<¢ Hide Detail




Module setup El

] Obtain an IP address automatically
P address: | 192 168 1 . 9@ |——> To set either static or dynamic
ubnet maslc [ 2%5.285. %58 0 | ' Set IP and subnet mask
Site narne: “Your Paradow Systemn . -
" For Eg, Stratel Office / Yeap
ME ware part: 10000 ~_
HTTF port: |BU F\b_’ Make sure ports have been
Enable HTTPS / forwarded
—
HTTRS part; |443 l > Enable Https if use yahoo/gmail
for email notification
todule pazsward: | | )
Default password: paradox
I Ok l [ Cancel ]

4) Setting Port forwarding for Router (enter Router setting)
Example:

Yirtual Server for | Single IP Account

Ruleindex : |5 %

Start Port Mumber ;

End Port Mumber @ 10000

Local IP Address : |192.165.1 19 |

5) Check the PORT status (NEWARE port: 10000)

28 Ip Exploring Tools - Version 1.64

D O X

S ECURITY E ¥ 5T E M 8

Explaring Mode | Language / Update |

Thiz wizard helps you to Your Paradox System
- Retrieve all Paradox 1P modules on pour network. Module identification
- Wiew information about each module that will be found.
- Change IP configuration of yaur madule, Mac Address: 00 13BA 0001 32
Tuype: IP100

Version: 11017

Module location

MHCP Frnahle: nao
Module setup 192168.1.19
Validate port F 255,255 255.0

Site Name IP Address
“'our Parad 192.168.1.19

Reqister to ParadoxMyHaome

HTTF Port: a0
WEware Port: 10000

<< Hide Detail




Validating port forwarding...

Flease wait while werifving port fonsarding...
I Thiz can take up to 1 minute.

Validating Port Forwarding

HTTP Port: Failed
MEware Pork: Failed

Please verify wour port Forwarding on your router and try again.

6) Register to paradox dydns: ParadoxMyHome

28 |p Exploring Tools - Version 1.64

P R D O X

$§ EC U RITY £§ ¥ 8§ T E M S

A 4

Make sure it show PASS

Exploring Mode | Language / Update |

<< Hide Detail

This vizad helps ou o
- Retrieve all Paradox IP modules an your netwark. Module identification
- Wiew information about each module that will be found.
- Change P configuration of your rmodule. Mac Address: 0079840001 32
Type: IF100
Version: 110,17
Site Mame IP Address Module location
“our Parada " DHCF Enable: qls}
Module setup 192168119
Validate port Forwarding 205.2585.2585.0
HTTF Pait; a0
MEware Port; 10000




Registration to paradoxmyhome.com

L A valid email address (need to
Authentification from s, paradoxmyhonne. com

— > | register to paradoxmyhome. See
E-Mail Address: || | notes below

Password: | |

_ — 1 5| Choose unique SITE ID for the
Chooge zite [0 for v, paradosmyhome. com
www.paradoxmyhome.com

Site |D: | | and for Iparadox

[ ] 4 l [ Cancel ]

Notes:

1) Make sure to create login at www.paradoxmyhome.com . This will enable you to register any Paradox
IP module (IP100)

€ C O www.paradoxmyhome.com ModulesHome.asp

P ARADOX

S ECURITY S YSTEMS

Fome _

Home  Create Login  Forgot Password

End User My Alarm System (End Users)
stem: [ | | WihParadox Reporting Devices you can monitor, amvdizarm your system fiom an intemet Web page, as wel as recee e-
mail of important system events (.. alamms). This provides the fieedom to access your system fiom anywhere in
e.9. John house the world. Your system's IP address is replaced by a Site ID, which can be something simple for you to remember (e.g. John
house). Enter your Site ID in space provided at lefl to access your system's web page.
Dealer What is ParadoxMyHome? (Dealers)

ParadoxMyHome is 3 Domain Narme System (DNS) service that enables the ussridsaler to remotsly access a Paradox
Userld: || | Repotting Device (=g IP100) connected to an Intemet Semvice Provider that uses dynaric [P addresses. A dynamic IP address

is assigned automatically, and can changs on a regular basis. ParadoxhiyHame keeps track of thesa changas and wil
Password || iidareittos Site D (e.g. Jahn house).

Logging in to ParadoxhdyHome also gives access to its IP Management Tools where you can: View status, edit information,
tempararily deactivate an IP installation, view history of modifications, delete and restars IP installations, manage e-mail
Create Login | Forgot Password notifications, and manually register a module

To use this senice, the dealer must perform the following

1) Create = Login for our DT b

2) Each time you register a Paradox Reporting Device (.5, TP TO0T M-

Lagls it will request the e-mail address
2 o e o et Do e \ Clhi
ick to CREATE LOGIN

C' | O www paradoxmyhome.com Modules/Createl ogin 1.asp:

&«
!='ARADO)(®

ECURITY S Y ST EMS

Home _

Home Create Login - Forgot Password
Create Login

Please complete this form to register to the DNS service offered by ParadoxhMyHome. Creating a login enables you to register your
Paradox Reporting Devices (e.g. IP100) that are connected to an Internet Service Provider that uses dynamic IP addresses. Creating a
login also gives you access to the IP Management Tools offered by ParadoxMyHome:

A valid e-mail address is reguired to;

- to send you an Activation Code required to continue the create login process
- be used as your User D for logging in

- help us identify yvou if you farget your password

- notify you of important updates Key |n the part|CUIa r:

\ 4

E-mail (User D) |

Confirm E-rail | ‘ Email address

For validation purposes, please enter the code shown below.

P

Enter the code shown:


http://www.paradoxmyhome.com/
http://www.paradoxmyhome.com/

7) To open web browser (local only)- double click on the IP show on the Ip exploring tools

28 Ip Exploring Tools - Version 1.64

P R D O X

E§ ECURITY E Y 5T E MG

Ewploring Mode | Language / Update |

Thig wizard helpg pou to

- Retrieve all Paradox IP modules on your network.
- Wiew information about each module that will be found.
- Change IP configuration of your module.

Site Mame IP Address

<4 Hide Detail

Your Paradox System

Module identification

Mac Address:
Type:
ersion:

Module location
DHCP Enable:

IP Address:

Subret b ask:

Module access

HTTP Port:
MEware Port:

00719640001 32
IF100

1.10a7

no
152.168.1.19
255.265.255.0

a0
10000

8) Open web browser for IP150 (enter the Panel User Code and Module Password)

i) Panel User Code- follows the Master Code of panel

Your Paradox System - IP connection

Panel user code

Maodule password

Note: If you lose your password, you must reset your IP medule.

Default:
e
- Panel User code: 1234
Module Password: paradox
Login

9) For 1** time login only—to change the default password

b Your Paradox System %

€« C | Bebuers://192.168,1.98/default. htmizu=06 18808 76p=BS706EF 66488812004 268 FDE0ED10C

Welcome, ADGJMP7

Change password | Logout
T Manmew

System Status
Module Cenfiguration
Email Configuration
Account Information
System Information
1/0 Configuration
EventLog

Legend

Area
Q amed ) meam
o Disarmed

Zone

W Open M Close
M Bypsss W Trouble
M nzm [ Memory

PARADOX

Change password

The default password must be changed.

Old password
New password

Re-enter new password

Change

Site name

Your Paradox System

Account information
Account number:
Installation date:

System installer:

Name:

Address:

Postal code:
Phonenumber
Distributor URL:

Monitoring station:
Name:

Address

City

postal code

Phane number

1D number



10) System status — show the system trouble and Area status

“Your Paradox System x

€ 2 X | Bepus://192.168.1.98/defal him ?u=D6 15508 78p=BS 706 8F66A85120DA 26 CB IFDEDED 100

Welcome, ADGIMP7 () System trouble(s) Site name
Change password | Logout o System bell/siren disconnected Your Paradox System
—_— © System communication with modules has failed(combus)
Main menu
P System Status Accountinfarmation

Area status

Module Configuration Account number:

) . . Label & status Action buttons
Email Configuration i
Areal-Areal Installation date:
Account Information Disarmed Ihide zones] « {‘ -
. . System installer:
MAIN BACK D0OS Li PIR
System Information - - - iving e
I/O Configuration Address:
City
Event Log Postal code:
Phone number
Legend Distributor URL:
Area
Monitoring station:
D Armed ‘n Inalarm Mame:
ﬂ\ Disarmed Addr
City:
Postal code:
Zone phone number
I Open B Close 1D number:
W Bypass M Trouble

M nzlarm [ Memory

11) Module configuration — IP address, Port

A Your Paradox System x

€ = C | Beptr//192.168. 198/l himiPU=D6 10805378 p=B5 T060F66AB00 1 20DA26CB IFDED A0 10C

-
Welcome, ADGIMP7 Module configuration Site name
Change password | Logout DHCP ®vss ONo Your Paradox System
Mainmenu IP address | .| 168 “1 “98
System Status Subnet mak |255].[255] [255 [0 Account information
¥ Module Configuration Default gateway |1‘5’2 -‘165 “1 “254 Account number:
Email Configuration DNS address [192].[1e8] [+ 254 )
Installation date:
Account Information
. System installer:
System Information Software part |1DDDD Hame.
1/0 Cenfiguration HTTP part |50 Adress:
ciy Click YES if use
Event Log HTTPS @ves ONo ¢ e
Phone number: R
Legend HTTPS port [43 || onenumeer yahoo/gmail account
b ' f il
Monitoring station: or emal Setup
D Armed ﬂ Inalarm Language |Eng\ish S Name:
d‘ Disarmed Address
Save City:
Postal code:
Zone Phone number
B Cpen [ Close ParadoxMyHome.com [onrber :
W Bypass B Trouble Y / Clle YES to ena ble
W nalarm [ Memory . < R
| Enable service @Yes ONo < service
PARADOX Pollingtime 5 [minutels

Save



12) Email setup

A Your Paradox System

€ = C B puers//192.168. 1.58/defaut html?u=06 108068 78p=B5 7060F66A888 12004 2608 1FDED 3D 100

Welcome, ADGIMP7 Email configuration Site name
See Notes below for
Change password | Logout Qutgoing server (SMTP) ‘ smtp.mail.yahoo.com Your Paradox Systerm
Main menu Port [2s5 email configuration

System Status  Authentication required Accountinformation

Module Configuration Username ‘ prehmen@yahoo.com Account number:
¥ Email Configuration

& Passwerd Sreerere Installation date:
Account Information el
. @ System installer:
System Information Vame:
1/O Configuration 7 Address
Email account City
EventLog Postal code
Email selected 01 - preh hoo. 2 Phone number
Legend ‘ prehmen@yahoo.com Distributor URL
Area
—Address 01 Manitoring station:
Q Armed ‘n Inalarm Mame:
Send to -
ﬁ\ . . Address:
Disarmed prehmen@yahoo.com Active City:
; Select areas Postal code;
£Lone O1-Areat Phone number
B own B Close res 1D number:
W Bypass B Trouble Select event groups
M inzlarm [ Memory Oarm/Disarm OTroubles
Calarms [IWeb access blocked
PARADOX Oiox Oioz2
Test Save

13) Account Information- Site name, Installer name and Monitoring station

€ - C Bhies//192.168.1.98/default htmlpu=06 18808 78p=B5706EFE6ARDE 120DA26CB IFDSDA0 10C

Welcome, ADGJMP7 Account information Site name
Change password | Logout Site name ‘ ‘our Paradox System| Your Paradox System
L Account number ‘
System Status Installation date ‘ Account information
Module Configuration e Account number:
Email Configuration
Installation date:
¥ Account Information /
) System installer System installer:
System Information
1/O Configuration Name ‘
Event Log Address ‘
. Phane number
Cif
Legend w ‘ Distributor URL
Area Postal code ‘
Monitoring station:
O Amed *)] Inalarm Phone number | . =
d\ Disarmed Distributer URL ‘ Ad
Cif
Save Postal code:
Zone Phone number
B Open M Close 1D number:
M Bypass B Trouble e ¢
B icern B Memory Monitoring station
PARADOX Name ‘
Address ‘
City |
Postal code ‘
Phone number ‘
1D number ‘
Save




14) System Information —panel serial number, and IP100 info

A\ Your Paradox System %

€ = C | fbuere//192 168, 1.98/defallt html?u=06 18008 Fép=B5 FO5EREEA0EE 1200 A 2506 1FDEDID0C

Welcome, ADGJMP7

Change password | Logout

Main menu

System Status
Module Configuration
Email Configuration
Account Information

¥ System Information
1/O Configuration
Event Log

Site name

Your Paradox System

Legend

*ﬁ Inalarm

=

rea

Q Armed
d\ Disarmed

Panel
Type SP 6000
Software version 490
Serfal number 2908A1CA

IP module

Software version 0.40.03
Hardware 993
ECO
Serial boot N/A
IP boot 211
Serfal number 71000DC9

Zone

I Open B Close
W Bypass B Trouble
W halarm @ Memory

P ARADOX

15) 1/0 Configuration

' A Your Paradox System

Account information
Account number:
Installation date:

System installer:

Postal code:

Phane number:
Distributor URL:

Monitoring station:
Mame:
Address:
City:

Postal code:

Phone number:
1D number:

N —————————

€ = C'| B /192,168, 1.98/defallt. ntmiPu=D6 1080878p=B5 706EF65A3601200A26CB IFDED D 10C

Welcome, ADGJMP7

Change password | Logout

Main menu

System Status
Module Configuration
Email Configuration
Account Information
System Information

¥ 1/0 Cenfiguration
Event Log

Legend

Area
ﬂ Armed ‘)] Inalarm
d'\ Disarmed

Zone

B Open I Close
W Bypass B Trouble
W nalerm @ Memory

P ARADOX

1101 : free text Site name

‘Your Paradox System
Canfiguration Olnput @ Output Account information
Label ‘free et Account number:
Deactivated state ®ND ONC Installation date:
Moue ‘ Toggle v System installer:
Delay hefore activation ‘UD 00.00 Mame:

Address

City;

e Postal code:

Phone number

Distributor URL;
1102 : free text

Monitoring station:

o] Name
Lon Address,

City:
Configuration Oinput -~ @ Qutput Postal code:

Phone number
Label ‘free text [Daumber
Deactivated state ®No OnC
Wode ‘ Toggle v
Delay before activation ‘[IEI 00:00

H




16) Event log on web interface; displays last 64 events

' A Your Paradox System

Notes:

-

« C' | Bt //192.168.1.98/default htm|?L=06 18808 72 p=B 5 70EFE5ABS5 1 20DA25CE 1IFDED3D 100

Welcome, ADGIJMP7

Change password | Logout Success
Mainmenu Date
System Status

Event Log

Fail  Pending

Event

2013-07-23 11:56  Panel evert

2013-07-29 11:56  User lagin

Meodule Configuration

20130729 11:54 P150

Email Configuration
Account Information

System Information

ParadoxtiyHome
supervisin restored

20130729 11:49 P150

ParadloxhiyHome
supervision ot

20130729 11:32 P150

1/0 Configuration ParadoxhyHome
} E L SuUpervizion restored
vent 08 2013-07-2911:26 IP150
ParadoxhiyHome
Legend supervision last
Area 2013-07-2910:28 IP150

E Armed *}) Inalarm

O Dicar
f Disarmed
Zone
B Cpen Close
M EBypass Trouble
M nalarm [ Memory

ParadoxhiyHome
supervisin restored

20130729 10:23 P150

ParadoxhiyHame
supervision lost

20130729 10:16 P150

ParadaxMyHome
supervision restored

20130729 10:10 1150

ParadaxMyHome
supervision lost

2013-07-29 10:09  Panel evert

P A R A D OX

2013-07-29 10:02 Panel evert

2013-07-29 1001 User logout

2013-07-29 0959 P150

ParadaxMyHome
supervision restored

2013-07-29 0959 Panel evert

2013-07-29 09:59 User login

2013-07-29 02:54 P150

FaradaxtyHame
supervision lost

2013-07-29 0246 Panel event

2013-07-29 0939 Email sent

successed

20130729 0939 Panel evert

For email setup:

1. Outgoing SMTP setup

Refresh

Parameters
Softvare login

User 1

Failto cam on telephane
Telephane 2

Soitware logout

User 1

Software login

User 1

Failta cam on telephane
Telephons 2

Disarmed by user
Areat: Areat

Vizar 1

Site name

Your Paradox System

Account information
Account number:
Installation date:

System installer:

D number

Email SMTP address Port Username Password

provider no

Yahoo mail smtp.mail.yahoo.com | 465 Your full Yahoo! Mail email Your Yahoo! Mail
address (including "@yahoo.com") | password

Gmail mail smtp.gmail.com 465 Your full Gmail address (e.g. Your Gmail password

example@gmail.com)

10




